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4.

International standards of age of consent and

global action against child grooming

(AHgeldg el A7 IEd 27 WMol ek A7) 2£A))

Thomas Muller(ECPAT International Deputy Executive)
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4. International standards of age of consent and global action against child grooming
(8Msolol FH7|IEM 12Y ¥alof f2t 287|7ol XX)

E SEXUAL EXPLOITATION

SEQUL, 28 NOVEMBER 2019

About ECPAT

Child Sexual Exploitation Material (CSEM) - Scale

CSEM —What is it?

Access to CSEM

How to address the problem
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1. About ECPAT

|
2. Child Sexual Exploitation Material (CSEM) - Scale

3. CSEM-Whatisit?

4,  Accessto CSEM

How to address the problem

A global network of civil society organisations

&8

Qcpa

ENDING THE SEXUAL
EXPLOITATION OF CHILDREN
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113 ¢s0s in 98 Countries 1 Common Vision

Ending Sexual
Exploitation of
Children

ADVOCACY AND
PARTNERSHIPS

Our strategy to
el d child sexual
OF CHILD end child sexua

exploitation

J

ecpaf
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Research

GLOBAL STUDY ON
SEXUAL EXPLOITATION

OF CHILDREN IN
TRAVEL AND TOURISM

ECPAT
advocacy
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Children experience sexual
exploitation in various forms

&pal

hiia Child Marriage

1. About ECPAT

2. Child Sexual Exploitation Material (CSEM) - Scale

3. CSEM-Whatis it? {(
ecra

4. Accessto CSEM

5. Howto address the problem
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During the sexual liberation movement
during the late 1960s and 70s Child
abuse material was sold together with
adult pornography over the counter.

*  Decadeof madness

up to

As a result of the decline in commercial
child pornography, the principal
Federal agencies responsible for

enforcing laws covering the

Many governments started

distribution of child pornography - the passing stronger legislations
U.S. Customs Service and the U.S. CSEM was veryhardtofind
Postal Service — do not consider child

pornography a high priority. 08
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Year zero of the

) 24l modern Internet
Home Office INTERPOL

Just a few hundred children were * GreaterManchester Police seized 12
depicted. That’s in the whole of images of child sexual abuse
recorded history up to that point * UK police knew of 7OQO images of CSA
and across the entire planet. * |nterpolknew 4000images of CSA

NSPCC @

Gruelty to children must stop, FULL STOP

Police Force Images Seized Population
Cambridgeshire 17,162,489 789,700
Dyfed-Powys 633,703 506,100
Humberside 1,466,952 921,200
Lincolnshire 6,500,000 703,000 _ _
* Freedomofinformation
Nottinghamshire 213,425 1,086,600 requesttoall 43 Police Forces

Totals 25,976,569 4,006,600 in England and Wales

+ 5 forcesrepliedtothesurvey

England & Wales 55,240,500

Exchanging CSEM on Peer2Peer

networks in the UK 20:000 -80,000

-b5.-
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20 € countries

g » 386childrensaved
ol — * 45terabytes of CSAM were
10 2 seized
5
0 ]

1994-2014 2014-2018 2018-2019

US Library >
of Congress
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YesUpin
Ontario,

,"
1.2 Petabytes ™ 1,

- “*\';J_\. \

f e ¥

m Wecan't

N arrest

* ourselves
out of the
problem
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1. About ECPAT

Child Sexual Exploitation Material (CSEM) - Scale

3. CSEM-Whatisit? i
eCpa

]
4,  Accessto CSEM

5.  Howto address the problem

CSEM on the internet

INTERPOL's International Child Sexual Exploitation (ICSE) database

\ countries + Europol
children identified / 1 are connected
to the database

More than

in2018

offenders
www.interpol.int
December 2018

-58 -



4. International standards of age of consent and global action against child grooming
(8Msolol FH7|IEM 12Y ¥alof f2t 287|7ol XX)

The COPINE scale

i odeatin Non-grotic and non-sexualised pictures showing children in their undenwear, swimming costumes from efther commercial sources of famiy albums.
Pictures of children playing in normal settings, in which the context or organisation of pictures by the collector indicates inappropriateness.
| 2 - Nudist . Pictures of naked or semi-naked children in appropriate nudist settings, and from legitimate sources.
| K 7 Ero Surepitiously taken photographs of children in play areas or other safe environments showing efther undenvear or varying degrees of nakedness.
4 . Posing | Deliberately posed pictures of children fully clothed, partially clothed or naked (where the amount, confext and organisation suggests sexual inferest).
57 Erotic Posing vDenbe:atelyposedchluresoHully, partially clothed or naked children in sexualised or provocative poses

Explicit Erotic B !
Posing Pictures emphasising genital areas, where the child is either naked, partially clothed or flly clothed.
|

Explicit Sexual ) ! ‘ AT
Activiy Pictures that depict touching, mutual and seff-masturbation, oral sex and intercourse by a child, not involving an adult

8 Assault Pictures of children being subject to a sexual assauf, involving digitat touching, involving an adut.
9 | Gross Assault | Grossly obscene pictures of sexual assaul, involving penetrative sex, masturbation or oral sex, involving an adult
3. Pictures showing a child being tied, bound, beaten, whipped or otherwise subject to something that implies pain. 9,

10 Sadistic/Bestiality = . o
D. Pictures where an animal is involved in some form of sexual behaviour with a child.

Unidentified Victims
in Child Sexual
Exploitation Material

eCra

ENDING THE SEXUAL
EXPLOITATION OF CHILDREN
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40%
35%
30%
25%
20%
15%
10%

5%

0%

25.4%

pubescent

56.2%

prepubescent

4.3%

infants or
toddlers

<

More than 60%

of victims were
prepubescent

Relationship

of Abuser to
Childin CSEM

4

Cha

14.1%

children of
multiple ages
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Increase in severity of abuse and violence depicted

Boys more likely to feature in extreme
imagery (COPINE level 7-10)

Girls more likely to be represented in imagery
depicting moderate victimisation (COPINE
level 4-6)

The younger the victim, the more severe the

abuse depicted
@,
4

Unspeakable

crimes against
the most
vulnerable

Terminology
Guidelines
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1. About ECPAT

2. Child Sexual Exploitation Material (CSEM) - Scale

3.  CSEM-Whatisit?

4. Accessto CSEM

-
5.  Howto address the problem

Surface/Cpen
Web

The web

Dark Web
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Einar Otto Stangvik

* Norwegian Hacker
* Unveiled Childs Play
* CSAMisjusta googlesearchaway
* Searchenginesarethe gateway forfirsttime
consumers

Clear
Web

* Twitter responsible for half
of CSEM UK investigators
found on web platforms

* Numbers exclude closed
groups and messengers

-B63 -
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DeepWeb

. azovfilms.com
Az0V Film

Presents * Hostedin Canada

+ 348arrestsin over 50 countries
+ 386childrensaved
* 45terabytesof CSAMwere seized

4

DeepWeb

Child’s Play

* Hostedin Canada
* Was run by AFP for 11 months
* Arrestsin 38 countries
* 250,000 videos uploaded
Over a million downloads
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DeepWeb

Giftbox Exchange

* Hostedin USA
* 72.000 registered users
* 56.000 posts
* Babies & Toddlers section
* Taken over by AFD
¢ Ledto discovery of Elysium

QCPG

Elysium Girl-lovers Chat

for girl lovers

—== & DeepWeb

1x o3 @ [

Guest, choose a good password and color | E | ysi u

Currently 32 chatten(s) in room

el

et it e o * Hostedin Germany
* 110.000registered users

* Ledtoreviewof communication
privacy lawsin Germany

QCPG
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e

Welcome to video
DeepWeb

Description or keyword: WElcome tO Video

* Hostedin South Korea

At least 15MB, Max 1900MB also selectable up to 10 videos o Arrestsin 38 countries
NSe... fil | X ‘ ;
Brotes... ) Nofles selects * 250,000 uniquecvideos uploaded
Note: *  50%unknown CSEM
Click the button only once. e 8tera bytES SEiZEd
Wait for message to success upload. « Overa milliondownloads

Do not upload adult porn over the age of 15

aﬂload

About ECPAT

ik

2. Child Sexual Exploitation Material (CSEM) - Scale

3.  CSEM-Whatis it?

4. Accessto CSEM
L]

5. Howtoaddressthe problem
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* Freedom of speech is not freedom of reach

* We try not to give people with the most
extreme, antisocial opinions and intentions an
opportunity to reach into the homes of every
third household in the world, but we do give
pedophiles a free platform to target their victims The role of

* Companies are happy to develop software that ~ [&{;{= private
prevents spa?m and malware, however when it sector
comes to child abuse they don’t scan.

* No end-to-end encryption of messengers
services.

* Ensure age verification for content

We need to

follow the
money
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No such .g

thingasa
typical
offenders

f cAAZVHONK WARHEND |~

WNBUMNIIWI

Police work
needs to
change
radically

Reverse investigation. From footage of the
crime to finding crime scene, victim and
perpetrator

Police is territorial, in charge of a community
and paid by their taxes — the problem is global
(we need more money because we are going
to save children around the world)

Break down the borders built into the police
work and budget

Police need new skills and equipment

What ethical boundaries are you going to

cross and how do you ensure you are not
going too far
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* Laws need to keep up with the way offenders
operate and use technology
* Cryptocurrency exchanges need to collect
customer information and verify identities
* Possession of CSEM needs to be illegal
A ¢ Production and distribution needs to be punished
Today's .
appropriately
laws * The fact that offenders network and use TOR to
CICHIIM  hide, needs to be illegal
eJoJeJ(o]oJgE | « Producing and sharing of information on how to
defeat Law Enforcement needs to be illegal
* Laws need to regulate and empower police work

©00000

Thomas Mueller
Deputy Executive Director

e
&pal

ENDING THE SEXUAL

ECPAT International
Thomasm@ecpat.net

EXPLOITATION OF CHILDREN
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1. ECPAT & 1j

OtF 48 ZtHE CSEM(Child Sexual Exploitation
Material) - Scale

CSEMY Al

&8

eﬁPaT

ENDING THE SEXUAL
EXPLOITATION OF CHILDREN
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ADVOCACY AND
PARTNERSHIPS

VOICES
PERSPE
OF CHILD
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GLOBAL STUDY ON
SEXUAL EXPLOITATION
OF CHILDREN IN

TRAVEL AND TOURISM

. International standards of age of consent and global action against child grooming

(8H oA IH7|=L I2Y Halof thet =X 7|72 =X))
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ENDING THE SEXUAL
EXPLOITATION OF CHILDREN

ECPAT 2/

O § M E CSEM(Child Sexual
Exploitation Material) — Scale

CSEMS Ar&

-74 -



4. International standards of age of consent and global action against child grooming
(8Msolol FH7|IEM 12Y ¥alof f2t 287|7ol XX)

PH XA &F0| ZoBH
19605 FHITE 19708 FAO=
OIFLRUE(BY AL T)Ol B
EET B JHA FH2E0 A Z7]9| 10

il FEp A,

YU OlF ZETY HAE 210
UH BE APUOFOl= T2
PFIAUE (0= HMT, 0=

2H= T)0l ofF EELE T2

QUAFLE 1OLX| S

-75-



2019 Ot HAW HAF 2T 9P £2
(129 #xjster 8559 g 7|F W

of

| M

rf QlEq 4o Al

7

0| OIS S0| %40 AFSE. B H HE2 7000709 °f% d &
a0l sl sz RIKCRECE LN

H

= —l

1995L4DLX| HIXE XMAH 2= _
o« SHAEL 4000712 o5 A& H

RITACURLRCI  * Gian e

= A

OF
=

NSPCC @

Gruelty to children must stop, FULL STOP

RS HE g4 Ry
Cambridgeshire 17,162,489 789,700
Dyfed-Powys 633,703 506,100
Humberside 1,466,952 921,200
Lincolnshire 6,500,000 703,000
Nottinghamshire | 213,425 1,086,600 « YU AUZ 3 EE
I HE3H N

A 25,976,569 4,006,600 . 57| 7|Zo] MEEAL % L
England & Wales 55,240,500
o1 Ly 7t RO E
OE LH -l-EH — '6‘17-..
L 50,000 — 80,000
OiF S XHE
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FCPAT 2 /M

OtF 8 &5 2 CSEM(Child Sexual Exploitation
Material) - Scale

CSEM &?

CSEME AF§

EPEIERLEE

| M

INTERPOL's International Child Sexual Exploitation (ICSE) database

\ countries + Europol
children identified g Y are connected

to the database

More than

in2018

offenders
www.interpol.int

INTERPOL
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ECPAT 27

OtF 4 &% 2 CSEM(Child Sexual Exploitation
Material) - Scale

CSEMY| Nt

Surface/Cpen
Web

Dark Web
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« [Child" sPlay] 3
«  “CSAM is just a google search away”
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DeepWeb

azovfilms.com

AZOV HM

HEIE + 50743 0| A0 A 348 HZ
« 386 O}& 11X
» 45 terabytes O}54
A

. Uil 8¢

DeepWeb

Child’s Play

By
C(p

Ol il

o FiLICHl 2
« AFP7H117§7t ¥
« 387=0M AA
« 250,000 G4E HEE

+ 1009 O|& Ct2EE

-85 -



DeepWeb

Giftbox Exchange

« Ojx0M 29
+ 72,000%E 3|9
* 56,0007} HAIE
- 4%0lE
« AFDOA| 1A

+ Elysium?| 20 =3

Elysium Girl-lovers Chat

for girl lovers

Nickname | s 4 i e
—
e B e R =

Guest, choose a good password and color

Currently 32 chatten(s) in room

o %%9.' 'E‘ o
+ 110,000 3|¥
- SEEMVE Y
(communication privacy law)
NAHE

QCPG
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4. International standards of age of consent and global action against child grooming
(HSoddge ZH7IEN 22 Y H|o gt I 7|72l =)

Welcome to video
DeepWeb

Description or keyword: WElcome tO Video

At least 15MB, Max 1900MB also selectable up to 10 videos
Browse... = No files selected.
= ' » 250,000 ¥4
Note: * 50% lHE'?' OI'EA" *I-

Click the button only once. . 8 terab tes 7:1 7"
Wait for message to success upload. . ool A opgcLC
Do not upload adult porn over the age of 15 1 00 | I‘ E

amUﬁload
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OtF 4 &332 CSEM(Child Sexual Exploitation
Material) - Scale

5. =Ml O EYr

-87-



2019 OHE-H A A3 2
(=Y #alstet 4x50|

x4

ru

o X}9 7} OpLIL}

IHIoKT 9, £219] F30)

2 SX|XH= TR OfYXH, Yy
ARl AOMYOIXISO| LOHXIE & Ropd & &

e
>

TR R Sn bl AFMEHO
_ _ M2 e
+ ARIHISE AMO|L 2P0 B2l ATEQYO
HEolE HIHO|X|, IRS0| T UHES

ot = 2kt
« HAK MU[20N EHEZY R SX|
» KEY HFHYU EF

ANSES

it2} 7ok
st}

- 88 -



4. International standards of age of consent and global action against child grooming
(8Msolol FH7|IEM 12Y ¥alof f2t 287|7ol XX)
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Deputy Executive Director
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5. 129 #xl gt

Grooming ©944¥

& M oA : W, Y|
- TEY YL, Y, Y X, 2

X

A, AHEA : 7L, AY
$. %5 27 880 Yy E=oj1
Y 2]

* N Ay

- %N o= Y Y%, B9 X% W HYRX Fe
- obF e YN wHo] XA, YUYW IY £

2 Yol et M

ol a7y Jystol Y%}

: 12Y Y HERY U
Hol8 HApH HERY N
3 JIE Y

- WY 13M->16MZE FFeor &

-905.-



& 0-164 U
- 2EQ ¥AH: I8y WA XY
- QmaHQl YAHH: AR PI, AN BHES
& 164 ol%¢-194 DT
- 28 ¥AH: a8y WIS MY
matQl YArH: U= WAl S YAHES Ny

ot gar el 390 grEY

f"IIIl Aol tiet FHXY
HIOsY 88 XA MY

- 96 -



5. 129 #xl gt

¥ =: Abuse of position of trust

& Sexual Offences Act(2003)
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